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Wireless Sensor Network (WSN) has become a solution for real-time monitoring environments and is widely used in various
fields. A substantial number of sensors in WSNSs are prone to succumb to failures due to faulty attributes, complex working
environments, and their hardware, resulting in transmission error data. To resolve the existing problem of fault detection in
WSN, this paper presents a WSN node fault detection method based on ant colony optimization-graph convolutional network
(ACO-GCN) models, which consists of an input layer, a space-time processing layer, and an output layer. First, the users
apply the random search algorithm and the search strategy of the ant colony algorithm (ACO) to find the optimal path and
locate the WSN node failures to grasp the overall situation. Then, the WSN fault node information obtained by the GCN
model is learned. During the data training process, where the WSN fault node is used for error prediction, the weights and
thresholds of the network are further adjusted to increase the accuracy of fault diagnosis. To evaluate the performance of the
ACO-GCN model, the results show that the ACO-GCN model significantly improves the fault detection rate and reduces the
false alarm rate compared with the benchmark algorithms. Moreover, the proposed ACO-GCN fusion algorithm can identify
fault sensors more effectively, improve the service quality of WSN and enhance the stability of the system.

Keywords: Wireless Sensor Network; Fault Detection; Ant Colony Algorithm; Graph Convolution Network; Location

(Received on December 23, 2022; Accepted on March 15, 2023)

1. INTRODUCTION

With the never-ceasing development and progress of microprocessor technology, using wireless sensor networks (WSN) to
monitor environmental information has become a new and popular paradigm. At present, wireless sensor network, as the data
collection port of information processing systems, has been widely used in various fields such as military defense, disaster
warning, and intelligent agriculture (Kandris et al., 2020; Priyadarshi et al., 2020). Since the sensor usually contacts the
external environment directly, it is common that it cannot work normally. However, if the system fails to detect the faulty
sensor nodes in time, information will be lost or misreported, resulting in unpredictable consequences such as decision-
making errors, instrument damage, and so on. Therefore, it is very important to detect whether the wireless sensor network
node works normally (Osman, 2022; Lo et al.,2013). Sensor failures can be divided into hard and soft failures (Wei et al.,
2022). Hard failure refers to the failure in the hardware facilities of the sensor nodes, which makes them unable to obtain
information or communicate with other nodes. Soft failure means that although the sensor is still functioning, the information
obtained or transmitted by the nodes is inaccurate. Because the sensor of soft fault is in an unstable working state, fault
detection is relatively challenging, so the author mainly carries out fault detection for the soft fault (Kane et al., 2022; Chen
et al., 2022).

The WSN is a self-organizing monitoring system composed of myriads of sensor nodes. Its main function is to monitor
and process the information of the target area in real-time. Its main function is to monitor and process the information of the
target area in real-time. In WSNs, integrated sensors are usually laid out to monitor, perceive, collect, and process network
information for an area so that it can be completely sent back to users (Jabbari et al., 2021; Jaiswal et al., 2022). When WSNs
transmit and process data, most of the WSN nodes are randomly distributed. WSN nodes are often deployed in uncontrollable
harsh environments, and it is not easy for users to perform maintenance on deployed nodes (Feng et al., 2019; Michaelides
etal., 2020). As a result, when individual nodes crash, packet loss, and routing failure occur, it is difficult for users to handle,
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causing errors in data transmission. This will increase the energy loss of network nodes and the share of network bandwidth,
and the frequency of network failures will increase. Therefore, it is of paramount importance to research and studies an
effective and applicable fault diagnosis algorithm for node modules (Lee et al., 2018). It has important practical significance
for extending the working time of WSN and maintaining the stable operation of the system.

Therefore, the WSN fault node detection method is studied more deeply. By putting forward ACO, finding the best path
to locate WSN fault nodes, and applying the GCN model, the learning accuracy is further improved. This not only increases
the detection accuracy but also provides support for the stable operation of the network. Overall, the main contributions of
this paper are listed as follows. (1) By using the ant colony algorithm, users can locate the location of WSN nodes by looking
for an optimal path. Through this random search algorithm and the search strategy of the ant colony algorithm, users can
generally grasp the location of the faulty WSN nodes. (1) Then, based on the GCN network model, the obtained WSN fault
node information is further learned. In the process of data training, the error is predicted according to the WSN fault node,
and the weight and threshold of the network are further adjusted to increase the accuracy of fault diagnosis. (I11) Finally, in
the spatial-temporal processing layer, the graph convolutional network is used to extract the spatial distribution characteristics
of wireless sensor networks and the fault characteristics in the high-dimensional space, and the high-dimensional data
constructed as the sequential sequence is used as the input of the gated cycle unit. Then, the temporal evolution characteristics
and spatial evolution characteristics of the sensor network data are extracted and fused through the gated cycle unit.

2. RELATED WORK

WSN is a self-organizing network based on opulent sensor nodes deployed in a specific area. The information transmitted
between the mid-end and the end of the whole network is based on the relay nodes and is implemented by multi-hop
forwarding, which includes the features of flexibility, dynamic, and distributed. It is widely used in disaster relief and
environmental monitoring (Zhang et al., 2020). However, sensor nodes are more vulnerable to damage from external
environments because they are usually randomly deployed in environments that are difficult for getting long-time
maintenance. In addition, the low cost of manufacturing sensor nodes, sensor aging, and low battery power also causes the
nodes to collect wrong data, which reduces the accuracy of monitoring data. Therefore, the research on fault detection of the
wireless sensor network node is very important to ensure the good operation of WSN (Jurado et al., 2021).

According to the different data processing methods, wireless sensor network fault detection can be divided into three
types: centralized, distributed, and mixed (Aslam et al., 2019). A centralized fault detection algorithm has high detection
accuracy. However, for large-scale wireless sensor networks, the applicability is lower, which is mainly because the
communication between sensor nodes and sink nodes or base stations is implemented in a multi-hop way where a large
amount of energy consumption will occur on the routing nodes. Besides, this method has a high diagnostic delay and cannot
detect the status of the nodes in real-time. Distributed fault detection determines the working condition of a node by collecting
and analyzing diagnostic response results from neighboring nodes for each sensor node. When information is transmitted
between nodes, it carries a low amount of information, which enables the network to maintain well and prolong its life. It
also achieves an effective reduction of data latency between the ends of the network. Mixed detection combines the above
two algorithms to keep the whole network with low data latency and high detection accuracy by adding additional mobile
nodes. Research and development on fault detection in wireless sensor networks have achieved some theoretical results, most
of which use related algorithms in machine learning. Huang et al. (2020) proposed a fault detection method for industrial
IOT sensor devices based on a restricted Boltzmann machine and an automatic encoder. This method extracts data features
by constructing several Boltzmann machine modules, corrects parameters in the automatic coder, and constructs an optimal
fault diagnosis model by inputting training data. Xiao et al. (2020) summarized the advantages of rough set theory and
artificial neural network.

Then, a decision diagnosis table is obtained by data compression to extract the fault feature set and construct a back-
end radial basis function neural network. Finally, the non-linear mapping relationship between fault types and fault features
is constructed to further detect and distinguish the fault types. Zidi et al. (2018) pointed out that there is an improved
distributed fault diagnosis method, Cross-Spatial Distributed Diagnosis (CS-DFD). In this way, a high-dimensional vector
space model is built from the information collected at each node. At the same time, the cross-sliding window is established
by the data in the sliding window and that of adjacent nodes, the horizontal fault weight is set, the anomaly vectors and
threshold are detected to achieve fault diagnosis, and the accuracy of fault detection is improved. Zhang et al. (2018) used a
Bayesian classifier to predict the probability of sensor nodes failing. By using boundary nodes to adjust the failure probability,
the effect of failure nodes on detection accuracy is avoided.

With the iterative update of algorithms, metaheuristic algorithms have been gradually used in this field in recent years.
Because of its non-linear solving method, this kind of algorithm has a good application effect in solving complex structure
problems (Agarwal et al., 2022). Lin et al. (2021) put forward a method that combines an improved flower pollination
algorithm (IFPA) with a support vector machine. To improve the global search ability of flower pollination algorithm, parallel
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operation is introduced in the paper. By dividing the population into groups, using improved mutation and cross-propagation
strategies, better pollens are changed to refined pollens, and IFPA is used to optimize the parameters of the kernel function
in support vector machines, thus achieving a more accurate detection result. Hoyingcharoen et al. (2019) proposed a fault
detection algorithm that combines an improved multivariate cosmic optimization algorithm (MVO) with a feed-forward
neural network (FNN). To enhance the population diversity of the MVO algorithm, the population is divided into subgroups
for parallel operation, and the population diversity is enhanced by improving the communication mechanism. While the
iteration reaches the threshold, the universe of different groups will exchange information, which further reduces the
occurrence of search stagnation and increases the probability of jumping out of the local optimal solution. The improved
MVO algorithm is used to optimize the parameters in FNN, which improves the classification accuracy of the FNN algorithm.
Peng et al. (2022) synthesized the advantages of the algorithm and used the improved crow search algorithm and machine
learning classifier to classify the failures. By comparing this algorithm with three different machine learning algorithms, it is
found that the performance of this algorithm is better than other classifiers. Considering the characteristics of WSN node
fault detection, a detection algorithm based on the combination of firefly optimization and extreme learning machine is
presented in this paper. Firstly, based on the characteristics of the Levy algorithm in short-distance random walks and sudden
long-distance jumps, the standard Firefly Optimization Algorithm (FA) is improved. It greatly reduces the probability that
the objective function will fall into a local optimal solution. In addition, it improves the population convergence rate and
achieves a balance between development and exploration capabilities. A target function for fault data detection in WSN is
constructed using an extreme learning organization, and the target function is optimized using an optimized firefly
optimization algorithm. In this way, the parameters of the extreme learning machine can be indirectly modified to achieve
higher accuracy of fault data detection.

To the best of our knowledge, there are no multi-objective fault detection proposals that focus on the input layer, space-
time processing layer and output layer, which are implemented in the WSN. Therefore, this paper presents fault detection
method for the WSN via applying ACO-GCN models.

3. WIRELESS SENSOR NETWORK ARCHITECTURE
3.1 WSN modeling

Sensors in wireless sensor networks are usually distributed in an irregular network structure. Such a structure can be modeled
as an unoriented graph G = (&,E,H) (Li et al., 2021). The edges between sensors represent the connection between
them.® = {¢,, ¢, -+, @, } represents the collection of all sensor nodes, ¢;(i = 1,2, ---,n) represents the sensor node named
with serial number i. E = {ei,j} represents the set of edges in the graph model and e; ; represents that there are edges
connected between ¢; and ¢;. H € R™™ represents the adjacency weight matrix of a graph, where H; j represents the edge
weight between ¢; and ¢;. In addition, the graph can also represent L = D — H by the Laplace matrix, where D = dlag{d }

represents the degree matrix, d; = ¥,; H; ;. The normalized Laplacian matrix can be expressed as Ly = I — D~ zHD 2 where
11 € R™™ represents the identity matrix. The eigenvalue matrix A, = diag{4;}(1; < 1, - < 1,,) and the eigenvector
matrix U, corresponding to the eigenvalue are obtained via eigen decomposition of Ly = U, AUT.

The shortest path between the node ¢; and g; is defined as geodesic distance p;;. If ¢;has no access to ¢;, then p;; =
0. The k -order neighbor definition of ¢; can be obtained by geodesic distance B(i, k) = {j|pi]- < k}, that is, the node set
whose geodesic distance from ¢; is less than or equal to k. The data collected by the sensor network at different times have
certain differences. Therefore, the data collected by the sensor network in T of consecutive moments can be expressed as X =
[x1, X2, x7]. Among them, x; = [x(¢4), x(@3), -+, x(@,,)] represents the collection of data collected by each node of the
sensor network at the time of t. x} represents the data collected by the sensor node ¢; at the time of t.

Through the construction graph model, the problem of wireless sensor network fault detection can be described in the
following ways. A sensor network consisting of nsensors is deployed in a certain area. The data collected by the sensor
network in T consecutive times is X. x; represents the elements collected by the sensor network at the time ¢, that is, the set
of signals to be detected. [x;_r,1, X142, ***» X¢—1] TEPresents the historical signal set of the sensor network. Analyze X and
graph modelGof the sensor network by building a fault detection model to detect whether fault nodes exist at x;. If there is a
fault node, the corresponding fault sensor will be further located.

3.2 WSN node fault detection system

This paper proposes a WSN node fault detection technology that combines ACO with the GCN model. It can detect WSN
node fault information in an all-around way, which will make the detection of WSN node information more accurate and
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reliable. The framework of this scheme mainly includes a data layer, an information detection layer, and a system application

layer. The system architecture is shown in Figure 1.

v v v v
WSN node WSN node WSN node WSN node
information information information information

1# 2t 3t N#
Fault node Fault node Fault node Fault node

Data layer } . } .
fusion fusion fusion fusion
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Node information failure detection ’_l

BP neural
| network model
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Information detection layer

Data application layer \ 4
Data management center
Industrial CAN bus Industrial CAN bus
Remote data Remote data
monitoring center user Data Data user monitoring center

diagnosis  display
Figure 1. WSN Node Fault Detection System

In this system design, there are many sensor nodes in WSN. However, the more nodes there are, the greater the likelihood
of failure. Therefore, it is necessary to fuse sensor node information before detecting node failures. Through the fusion of
fault information, users can grasp the WSN node information more comprehensively and then calculate and process the fused
WSN node information through the algorithm designed in this research. ACO is used to estimate and locate sensor nodes,
and the GCN model is used to further study wireless sensor nodes. To make full use of the spatial and temporal characteristics
of sensor networks, firstly, the spatial correlation of wireless sensor networks is depicted by the graph model, which is
followed by the spatial characteristics of sensor networks extracted by GCN. Secondly, the spatial features extracted by the
convolution network are fused with the data collected by the wireless sensor network and sent to the GRU. In GRU, the time
characteristics of wireless sensor networks are extracted by making appropriate rounding of the information from the previous
moment. Finally, the space-time characteristics are fitted to the fault detection results by the full connection layer. In this
system design, the data obtained can be used in the data management center for user diagnosis and data display purposes. It
can also be remotely transmitted to the remote data monitoring center through the industrial CAN bus for management by a
higher-level monitoring center.

3.3 Problem description
WSN collects monitoring information under the auspice of a wide range of sensor nodes and studies the problem of WSN
fault detection. The initial step is to detect and analyze whether the WSN node is functioning properly. Due to disturbances,

if we detect data fluctuations with anomalies, we can conclude that the WSN node may fail. Define as follows to accomplish
the above purpose.

A= (1)

339



Chen and Ren ACO-GCN: A Fault Detection Fusion Algorithm for Wireless Sensor Network Nodes

y(t)=F[A"(1).R], )

where AT'(t) defines the system input, y(t) describes system output, A7 (t) represents a data set used to detect whether there
is a failure, and y(t) defines the result of the failure detection.

The fault detection is mainly to analyze the data collected by WSN to determine whether the node is working properly.
Users can identify possible flawed data based on the time-space correlation of WSN data. Due to noise disturbance when
WSN collects monitoring data, this will make the collected data not fully trusted. This problem was solved by building BRB-
r, where the function F is the process of converting the input dataset to the output detection result, and R is the set of
parameters in the process of conversion (Hu et al., 2020).

4. FAULT DETECTION FUSION ALGORITHM

Figure 2 is a schematic diagram of a WSN node failure detection method. In this method, the ACO algorithm has great
advantages in dealing with discrete combinatorial optimization problems. In this method, the ACO algorithm has great
advantages in dealing with discrete combinatorial optimization problems. Therefore, after searching WSN nodes with ACO,
the GCN model is used for detection, which can improve the accuracy of fault detection. When the fault node location is
completed, the GCN model is used to detect the fault nodes in the wireless sensor network. As shown in Figure 2, the GCN
model mainly consists of three parts: input layer, space-time processing layer and output layer. The input layer receives the
sensor network data X and the adjacency matrix H of its graph model as an input of the space-time processing layer. The
space-time processing layer consists of a GCN module and a GRU. First, the GCN module receives data from the input layer
and extracts the spatial characteristicSof the sensor network data through a graph convolution operation. The data of
Sand X are joined together and infused into GRU, and the space-time feature £ of sensor network data is extracted and
transmitted to the full connection layer using GRU. Finally, the space-time feature 2 is fitted to the probability
matrix Y through the full connection layer and transferred to the output layer, where the elements of the probability
matrix Y represent the classification probability of the corresponding nodes. The output layer convertsYinto fault detection
results and outputs them.

Ant cblony Ant cblony Ant cblony
algorithm algorithm | = «--e- algorithm
model model model
WSN node WSNnode | ... WSN node
Ant colony selection selection selection

]

Input layer Space time processing layer Output layer
Figure 2. WSN Node Failure Detection Method
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4.1 Ant colony algorithm model

ACO algorithm was first proposed by Italian scholar Liu et al., which is a global optimization algorithm (Liu et al., 2022).
According to the theory of the algorithm, if we set the number of WSN nodes to N and the number of unknown nodes to M,
the function expression is

F(xl’yl' e xi’yi' [ERIEITN x}.' y]’ e, le yM)
v SN ()
=iz ZjeNi((pij - <Pij) .

In Equation (3), (x;, y;) represents the estimated coordinates of the unknown nodei, N; defines the set of neighbor nodes
of node i, j(xj,yj) is the neighbor node of node i, and jis the unknown node or anchor node. Assumingjan unknown
node (x;,y;) can be calculated as an estimated coordinate. Ifjis an anchor node, then (x;,y;) is its true coordinate. Then the
Equation of d;; is

dij = \[(xi - xj)z + (v — 3’1’)2 , (4)

where d;; is the estimated distance calculated from the estimated coordinates of nodes i and j, and d;; represents the
measured distance between nodes i and j. If the estimated coordinates of an unknown node i are (xi(t),yi(t)) at the time
t(t =0,1,-,t), the coordinates of M unknown nodes can be expressed as a matrix D (t).

_ x (1) x(@) - xpy(t)
PO=(50) 10 - ) ®)

Each set of column vectors in D (t) corresponds to an estimated coordinate of an unknown node. When locating WSN
nodes, the matrix D (0) is transformed from D (1) to D(t) based on the state.

[x;(t + Dy (t + D] = [x; @y (O] + A - v (6)

At +1) = §A(2) (7
[0,0]", s=0

Vs = {[cos (2%) - sin (ZSTH)]T, s=12,-,8" (8)

Equations (6), (7), and (8) give the possible direction of node transfer, respectively where (xl-(t+ 1),y (t +

1))Tand (xi(t),yi(t))Trepresent the estimated node at t + 1 and t, respectively, and they belong to the group i column
vectors of D(t + 1) and D(t). A(t) represents the step that the node moves at the time ¢. ¢ is the step decay factor. The step
size decreases over time until it finally approaches zero. v, represents the choice of the direction in which node i moves,
either without moving or along one of the S directions in which the plane S is divided. Then the probability function for ants
to choose direction is

Piy, = s ©)

B Zg:lfivs
The pheromone update rules for ant selection direction can be defined as follows.

p- Tivs(t) +0Q

P Tun, () (10)

Tivs(t + 1) = {

In Equation (10), it demonstrates that if v, is the direction chosen by the ant element with the smallest objective function
value. The rest are other cases, and pheromones are representations that depend on the direction in which an ant element
moves. Among the Equation P, represents the probability that node i transfers in the direction of v,. 7;, denotes the
pheromone concentration of the node i in the v direction. p represents the persistence of a pheromone, and Q is a constant
that represents the contribution of the ant with the smallest objective function to the moving direction of the node.
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At moment t = 0, the unknown node estimation coordinate matrix D(0) is initialized in a random manner, and the
pheromone constants in all directions are assigned initial values. When m ants traverse all unknown nodes, the estimated
coordinates for the next moment are determined by Equation (9). The objective function is calculated from the estimation
matrix formed by each ant element. The estimation matrix of the ant element with the smallest objective function is selected
as the new estimation matrix, and the pheromone concentration is changed according to Equation (10). Repeat the above
steps.

Then, the trilateral measurement method is applied to the location estimation of WSN nodes. As shown in Figure 3,
assume that D is the unknown node, A, B, and C are the three anchor nodes within the communication range of D, whose
coordinates are (x;,y,), (x3,¥2), (x3,y3), respectively. The distances from A, B, C to D are d,, d,, d5.

Figure 3. Schematic Diagram of the Trilateral Measurement Method

Set coordinates of D to (x, y), and set the column equations as follows.

Vo —x)2+ @ —-y)? =d,
\/(x — %)+ (y—y)2=d;. (11)
\/(x —x3)2+(y—y3)? =d;

Solve the equations

[x] _ [2(x1 —x3) 201 —¥3) - _ [xlz - x5 +yf —y;+di—d} (12)
y 2(x; —x3) 2(y2 —¥3) x2 —x2+y2—y2+di—dil’

The result is the coordinates of the unknown nodeD. Therefore, the location of WSN nodes can be achieved by using
the ant colony algorithm model to obtain the location of WSN nodes.

4.2 Graph convolution network model
The GCN module receives the adjacent matrix Hof the sensor network data X and its graph model and extracts the spatial
characteristics through the graph convolution operation. Graph convolution is defined as the product of filter g5 = diag(6)
and graph signal x € R™™ in the frequency domain, as shown in Equation (13).
9o *x = UggoUJ x . (13)
Among the term= represents the convolution of a graph. The computational complexity of Equation (13) is O(N?), so
the amount of operation of Equation (13) increases significantly with the increase in the dimension of data used. Therefore,

it is necessary to use methods in the document to fit gy through a second-order Chebyshev polynomial to reduce
computational complexity (Bianchi et al., 2022), that is:

_1 _1 1 _1
Jo *x =~ cox — c;D"zHD 2x=c(IN+D zHD Z)x, (14)
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where ¢ = ¢, = —c;, while ¢, and ¢, represent the coefficients of the Chebyshev polynomial. There are two different
situations that may occur when Equation (14) is iterated: gradient explosion and gradient. Gradient explosion (gradient
disappearance) refers to the phenomenon that the updating result increases (decreases) rapidly with the number of iterations
when the parameter gradient is calculated by the mverse propagation algorlthm which results in slow convergence of the

neural network and other issues. Thus, Iy + D~ zHD z isnormalizedto D~ zHD 2 to mitigate the effects of gradient explosion
or gradient disappearance, resulting in the definition of a convolution layer as follows

h=D3AD zxw” (15)

where H = H + I, represents the sum of the adjacent matrix H and the unit matrix I;, D represents the degree matrix of H,
and wT represents the weight vector.
According to the definition of Equation (15), the forward propagation equation in the GCN module is

S = fGCN(xt' Hs) = Hs(ﬁsxtWOT)Wl ) (16)

1 1
where A, = D 2HD 2 means normalizing H. w] and W, represent the weight vectors of the first convolution layer and the
weight matrices of the second convolution layer, respectively. S, € R™*? represents the spatial characteristics of the graph
signal at ¢ time.
Equation (16) enables each node in the graph to take advantage of its second-order neighbors by using a two-layer
convolution layer. This makes full use of the spatial correlation of wireless sensor networks. As shown in Figure 4 (c). The
shadow nodes in Figure 4 represent the center nodes, and the black nodes represent the k -order neighbors of the center nodes.

(a)k=0 (b)k=1 (c)k=2
Figure 4. GCN Aggregation Neighbor Node Diagram
4.3 Flowchart of fault detection fusion algorithm

In order to verify the reliability of the ACO-GCN algorithm, each node in WSN regularly sends routing information and data
collection to the root node, and the root node connects to the upper computer through the USB serial port to transmit the
received routing information and data to the upper computer. The fault analysis module saves the routing information and
data transmitted by the root node to the database in real time. At the same time, the algorithm can draw the topology structure
of the whole network according to the received routing information and calculate the success rate of data transmission
according to the received serial number. In addition, the key steps of the proposed ACO-GCN fusion algorithm are performed,
as shown in Figure 5.

(1) Initialize the unknown node coordinate matrix, set the initial values of each parameter, assume T is the number of
iterations and set the initial values of each parameter.

(2) Set the concentration of pheromone z;,. = Cfor all elements in the matrix (7, ) M*(S + 1)whereCis a constant
representing the initial value of the pheromone concentration.

(3) Traverse the ant element through all unknown nodes. The direction in which each unknown node moves next is
chosen by Equation (9).

(4) Calculate the objective function value obtained by each ant, and select the smallest ant's estimation matrix as the
unknown node's estimation matrix.

(5) Update the pheromone concentration according to Equation (10), and then update A according to Equation (7).

(6) Determine whether the end condition is met (i.e., whether T is greater than the maximum number of iterations or
if the solution found by the ants is the same). End iteration if satisfied; otherwise, jump to Step 3.

(7) The result of the output solution.
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With the above calculations, as the first experiment. Then, using the above methods, the BP network model is used
individually to experiment, and the error data is obtained as the second experiment. The ACO fusion algorithm was used
alone as the third experiment. Below are three different forms of error data representations represented by a graph.

Initialization

Generate objective function
according to formula 1

'

Assign all elements in the pheromone
concentration matrix with initial values

¢<

The ant element is used to traverse all unknown nodes in

turn, and the next moving direction is selected according
to Formula 9 to obtain the estimation matrix

v

Calculate the objective function of each ant element, and
select the objective function as the estimation matrix of
the smallest ant to generate a new estimation matrix

v

Update pheromone
concentration and moving step

Meet the iteration

end conditions?
No

The position of WSN node is further
estimated by trilateral measurement

Output results

Figure 5. Flow Diagram of the ACO-GCN Fusion Algorithm
5. RESULTS AND DISCUSSIONS
5.1 Experimental datasets

The software of this experiment uses Windows 10 and a 64-bit operating system. In addition, Python is used as a programming
tool. The interior 58250U processor is selected as the hardware part coupled with 8G memory. The experimental data come
from the Berkeley Laboratory Data Set (IBRL), and 60% of the data are used for model training and 40% for model
performance testing. In order to simulate the actual failure situation, set the time of the failure sensor in the training set to
10% of the total number and the time of the failure sensor to 5% of the total number. When a fault occurs, the number of fault
sensors is 5% of the total number of sensors. Whether a fault occurs at the current moment or not, it needs to be detected
using the first three consecutive moments of anomaly-free data. If the network operates for the same period of data
transmission, nodes consume the same energy to forward data. The data for this experiment come from the wireless sensor
network deployed by InterBrkeleey Lab (Suthaharan et al., 2010). The number of MICA2 sensor nodes is 54. Sampling tests
for ambient data are performed every 30 seconds, and the time interval for node data collection is from February 28, 2004,
to April 5, 2004. Data collection through nodes mainly covers four attributes: temperature, light intensity, node voltage, and
temperature. In the experiment, the nodes of the sensor are set to 6, 13, 25, 37, and 49. By analyzing the time stamps in the
samples, it is found that the locations where the anomalies occur are in the sample data of different periods that are randomly
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inserted. The collected datasets are divided into two parts, one is a test set, and the other is a training set. The dataset is
divided into a test set and a training set. In subsequent experiments, the number of four different fault data will be increased
from 0 to 5% to achieve the comparison of different fault detection results. The experimental data are shown in Table 1.

Table 1. Experimental Data Set

Data set Number of training samples Number of exceptions Number of test samples Number of attributes

IBRL-6 7000 500 7000 1
IBRL-13 7000 500 7000 1
IBRL-25 7000 500 7000 1
IBRL-37 7000 500 7000 1
IBRL-49 7000 500 7000 1

5.2 Parameter settings

Python has been used as the programming language in this experiment, assuming that the gross number of nodes is 100, and
distributing them in a square area of 10L = 10L, where L is the edge length of the area, L = 5m in this experiment. Anchor
nodes and unknown nodes are randomly distributed in a square area. In WSN, the communication radius of nodes is 15m,
and the network connectivity is 10.2. Then set the relevant parameters, assuming the number of ants N = 20, the direction
of movement (S + 1) = 9, and the initial step length 1 = 1, step decay factor{ = 0.96, pheromone persistencep = 0.9,
and@Q = 5stands for the smallest ant contribution to the pheromone of the objective function, and 150 stands for the largest
iteration number. As is shown in Table 2.

Table 2. Parameters Setting

Symbol Description Value

N Total number of nodes 100

S Size 50*50

R Communication radius 15m

] Network connectivity 10.2

N, Number of ant colonies 20

A Initial step size 1

& Step size attenuation coefficient 0.96

p Pheromone persistence 0.9

Q Pheromone contribution 5

Npax  Maximum number of iterations 150

y Optimizer RMSprop

L(y,y) Loss function Cross entropy loss function
N¢; Number of trainings 200

T Rate of learning 0.01

In this experiment, Python is chosen as the programming language, Pytorch 1.6 is used to build the network model, and
RMSprop optimizer is used to optimize the model parameters. RMSprop is a gradient-based loss function optimization
algorithm for neural networks which has obvious advantages in reducing update fluctuation range and accelerating
convergence speed and is an excellent optimizer in many cases. The cross-entropy loss function has strong applicability in
classification, so it is used as the loss function in the training process, as defined in Equation (17).

LO,9) = =Ty logd™ + (1= yn) log, " (17)

where y is a one-hot coded label vector and y* is a distribution probability. An appropriate learning rate allows the model to
converge as quickly as possible without falling into a locally optimal solution. A better learning rate is selected by cross-
validation.

The detection rate Ppg, failure detection rate Prpg, and false alarm rate Pr,; are commonly used as indicators for
evaluating sensor network failure detection results. Detection rate, failure detection rate, and false alarm rate can be expressed
by real case Nyp, false positive Ngp, true and negative case Npy, and false negative case Ngy. The fault conditions are

345



Chen and Ren ACO-GCN: A Fault Detection Fusion Algorithm for Wireless Sensor Network Nodes

regarded as positive examples, and the normal situations are regarded as negative examples. Then Ny, represents the number
of positive examples with correct model classification. Ngp represents the number of positive examples of model
classification errors. Ny represents the number of negative examples with correct model classification. Ng, represents the
number of negative instances of model classification errors. Thus, the definitions of Ppg, Prpg, and Pr4g can be derived.

_ Ntp+NTN
Ppr =
Nrp+NpN+Npp+NTN
Ntp
Pppp = ——— 18
FDR .
Ntp+NfN ( )
_ NpN+NFEp
Prag =
Ntp+NFN+Nrp+NTN

As can be seen from the definition, the detection rate refers to the proportion of the number of samples that the model
correctly classifies into corresponding categories. Failure detection rate refers to the proportion of samples correctly classified
as correct by the model to all positive samples. The false alarm rate represents the proportion of the number of samples with
errors in the total number of negative samples when the model predicts positive samples.

5.3 Results and Analysis

Based on the experimental datasets and parameter settings, this work is accomplished according to the flowchart of the fault
detection fusion algorithm, as shown in Figure 5. In Figure 6, the horizontal coordinateXrepresents timet, and the vertical
coordinateY represents the calculation error data. The diagram shows three different ways of experimenting in t-time, where
A represents the error data obtained by using the ACO algorithm, e represents the error data obtained by using the BP
network model, m represents the error data obtained by using the ACO-GCN fusion algorithm. The calculation error data
accordingly decreases with the increasing operation timet, in which the benchmark ACO algorithm decreases significantly
due to the inherent slower convergence.

According to the comparison of the above curves, it is shown that the ACO-GCN algorithm of this research has a higher
accuracy in obtaining error data, demonstrating that the algorithm mentioned in this research has less error, greatly improving
the accuracy in determining fault nodes in WSN. The reason the ACO-GCN algorithm contributes to the lower calculation
error data is that the fusion model consists of the input layer, space-time processing layer and output layer. More specially,
the input layer receives sensor network data and graph models built by the wireless sensor network and firstly transmits them
to the space-time processing layer. Then, in the space-time processing layer, the graph convolution network is used to extract
the spatial distribution and fault characteristics of the wireless sensor network in high-dimensional space and construct the
characteristics as time series as input of gated loop unit. Then the time and space evolution characteristics of sensor network
data are extracted and fused by a gated loop unit. Finally, fault detection results are obtained at the output layer.

—&— ACO algorithm
—e— BP network
50 —a— ACO-GCN

40 -

Calculation error data/%

—— T - T +~— - - T —r -T -
5 10 15 20 25

Time/s
Figure 6. Comparison of Error Data Using Different Algorithms

In addition, the ACO algorithm [3], GCN [4] algorithm, and ACO-BP [5] algorithm are selected as benchmark
algorithms, which can be used to evaluate sensor network fault detection results, and the simulation results are shown in
Table 3. As can be seen from Table 3, compared with ACO, GCN and ACO-BP algorithms, the proposed ACO-GCN model
has a higher detection ratePp, a higher failure detection rate Prpg, and a lower false alarm ratePp . Its overall detection
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performance has obvious advantages over the other three algorithms. It is owing to that the ACO-GCN model aggregates the
second-order neighbor information of each sensor node through two convolution layers, making full use of the spatial
correlation of wireless sensor networks. Therefore, compared with the GRU model that only uses time characteristics, the
ACO-GCN model has obvious advantages in performance. Compared with DFD and NDFD algorithms, the ACO-GCN
model extracts the time characteristics of sensor network data through GRU, which performs better in feature extraction of
time sample data. Therefore, this model has a better performance when detecting whether there is a fault in the sensor. The
ACO-GCN model has better fault detection performance than the comparison algorithm, which shows that it has better
performance in extracting and utilizing space-time characteristics and can effectively handle the problem of fault sensor
detection in the WSN.

Table 3. Evaluation Indicators of Each Algorithm Under Different Data Sets

Data set Evaluating indicator Algorithm
ACO/% GCN/% ACO-BP/% ACO-GCN/%
Detection rate Ppp 99.89 99.94 99.90 99.98
Temperature data set Failure detection rate Prpr ~ 77.55 89.80 87.76 97.96
False alarm rate Pg,z 0.11 0.60 0.10 0.02
Detection rate Ppg 99.85 99.92 99.84 99.97
Sea level pressure data set  Failure detection rate Prpg ~ 78.15 85.14 63.91 95.03
False alarm rate P,z 0.15 0.08 0.16 0.03

6. CONCLUSION

The ACO is applied to the location of wireless sensor nodes, and a WSN fault node location algorithm based on ACO is
proposed, which can realize the optimal search of WSN fault nodes. Through the iterative operation, the ant elements on the
search path can be uniformly gathered, and the path of the ant elements can be adjusted in a standard and dynamic way to
realize the estimation of the selected path, update the pheromone, and quickly obtain the local optimal solution of the path.
The spatial characteristics of the sensor network are extracted by GCN. Then the extracted spatial features are combined with
the input signal as the input of GRU, and the space-time features are extracted by GRU. Finally, the space-time characteristics
are fed into the full connection layer and fitted into the fault detection results. The simulation results show that the ACO-
GCN model proposed by the author is superior to the ACO algorithm, GCN algorithm, and ACO-BP algorithm, which
significantly improves the accuracy and reliability of WSN fault node detection and helps users to further study and analyze
the WSN fault node events.
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